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GDPR
requirements
are
met.
However, 108+ does not include all
GDPR innovations, and it is as yet
uncertain how EU institutions will
interpret the adequacy provisions of
the GDPR. It is possible that GDPR
“adequacy” will not require any of
these elements not found in 108+, but
on the other hand some might be
required or strongly desirable.
“Adequate” did not mean “identical”

under the Directive, and will not under
the GDPR. It is therefore uncertain,
but possible, that compliance with the
standards found in 108+ may also in
practice approximate what it meant by
“adequate” under the GDPR. If so, the
108+ standards (which we can call
“GDPR Lite”) may become the new
global standard by 2023. Time, and
adequacy decisions, will tell.

INFORMATION

This paper is based on the author’s
presentation
at
the
conference
‘Convention 108+ Tomorrow’s Common
Ground for Protection’ (Council of
Europe, Palais de l’Europe, Strasbourg,
21 June 2018).
Further details can be found in G.
Greenleaf ‘Convention 108+ and the data
protection framework of the EU’
papers.ssrn.com/ abstract_id=3202606.

Who will get the first big GDPR
fine – and how to avoid it

T

Eduardo Ustaran of Hogan Lovells UK ponders the sort of activities likely to prompt regulators
into exercising their increased fining powers under the EU GDPR. Reported by Tom Cooper.

he potential of data protection
fines of up to 4 per cent of
global turnover under the EU
General Data Protection Regulation
(GDPR) has generated something close
to “panic”. Eduardo Ustaran, a partner
at Hogan Lovells in London, says now
is the time for some “objectivity” when
it comes to fines. “In 20 years of practising in this area I have never seen this
degree of panic, anxiety and stress,” he
told PL&B’s 31st Annual International
Conference on 2 July. While there is a
lot of talk about fines, there is not
enough discussion of what you have to
do to incur a large fine, he said.
A fine can be triggered by:
• Breaching any of the basic principles of processing, including the
conditions for consent
• Not respecting data subjects’ rights
• Not getting international transfers
right
• Breaching national laws
• Being dismissive towards the
regulator.

PrinCiPles of ProCessing

The principles of data protection have
not fundamentally changed under the
GDPR, Ustaran told the audience at St
John’s College Cambridge. “They are
at the core of what European data
protection law is about, and always has
been about,” he said.
These principles are:
1. How to be transparent.
2. What are lawful grounds for
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processing?
What amounts to valid consent?
How to rely on legitimate interests.
How to respect data minimisation.
How long to keep the data.
Data minimisation, for example, has
“always been there with a different
name,” he said. “But now, we have to
understand what it means, or we are in
serious trouble. Similarly, “you should
have all had data retention policies for
25 years!”
Despite the essentials remaining
the same, the consequences for transgressing are higher, and the GDPR has
injected a degree of uncertainty. “Now
these issues – despite being basic,
despite being essential, suddenly
become more difficult,” Ustaran said.
“We are going to see real legal battles
over things like ‘I got your consent;
no, you didn’t’. That dispute will go
all the way to the Court of Justice of
the EU (CJEU) – “something as
simple as that”.
Regulators are going to be paying
attention to the “difficult essentials,” he
said. “It is really important that we nail
these basic issues.”
3.
4.
5.
6.

data subJeCts’ rights

One of the objectives of the legislation
is to “change the emphasis” and make
individuals more aware of their rights
as data subjects, Ustaran said, “the
rights, which have always been there,
that have always been underused.
There are signs this is working. “I am

surprised that there has been the
uptake that I have seen, in just a few
weeks, of subject access requests
(SARs) and data deletion requests. We
will see if that carries on,” he said.
“This is an area that businesses are
not well prepared for because this had
not been a massive deal.” In the past
there was the odd SAR. Now organisations are not prepared to deal with
“industrial scale” SARs or data
deletion requests. “We need to pay
attention to what processes are in place
to deal with them because the
consequences can be severe.”

international transfers

The consequences of “failing” at
international transfers are now serious.
This area has received “less attention in
the last year, at a time when there is
more uncertainty than ever before,”
Ustaran said. The EU-US Privacy
Shield could end with the next
Presidential Tweet. Model Clauses
could fall with a CJEU ruling due next
year. Maybe Binding Corporate Rules
(BCRs) offer some refuge? “What is
going to happen? If anything is going
to survive the argument that we are
protecting data anywhere in the world
it goes, it will be having gone through
the scrutiny of having your BCR
approved,” Ustaran said.

national variations

National variations in implementing
the GDPR affect areas such as freedom
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of expression, processing employment
data, and research data. Organisations
should be wary of inconsistencies.
“Everyone is a data controller of
employee data,” he said. And mistakes
could
have
“possibly
dire
consequences.”

Who Will get the first
big fine?

Ignoring or even irritating a
regulator is not a wise choice. “If
you annoy a regulator by your
attitude – by becoming too arrogant,
defensive or [with a] ‘you got it
wrong we got it right’ attitude –
what do you think a regulator is
going to do?” Ustaran said.
“I’m not saying do everything a
regulator is saying.” Regulators can be
right and can also make mistakes, but
“if you don’t listen to what they are
saying, you don’t know what their
position is.”
In terms of what regulators have
said already, the UK Information
Commissioner’s Office (ICO) has
mentioned cyber security, Artificial
Intelligence and device tracking as priority areas. The approach to security is
going to change, Ustaran said. “Not
because the law changes its approach –
appropriate technical and organisational measures is not a new expression – what is new is that as of 25 May
we are required to notify if not all at
least the risky breaches, to the regulator. That means visibility,” he said.
Ireland’s Data Protection Commissioner had highlighted priorities
including large scale processing and
high-risk data, online tracking and
profiling, special categories of data,
emerging technologies and Artificial
Intelligence, as well as automated decision making and profiling.

Putting all that together, what is the
answer to the potentially multi-millioneuro question? Ustaran said it isn’t
possible to name names, but a “risk
profile” was clear. The first big fine was
likely to involve:
1. A
sophisticated
technological
development. “This is the kind of
thing that develops so quickly you
don’t think – you just want to make
things happen at a speed the regulators can’t operate at.”
2. Big Data.
3. Tracking and/or ‘high risk’ profiling. “Knowing who you are, what
you are likely to like, how you are
likely to react. How can I manipulate what you do next? That is going
to get the attention of regulators,”
he said. There is no definition of
‘high risk’ as such. But reading
GDPR article 22, on automated
individual decision-making, including profiling, and considering the
way regulators are interpreting that
article, reveals “very clearly” their
fears. “That technology is going to
be used in a way that the collection
of information about people is going
to be used to deprive us of opportunities, information” or the right to
do things others can, he said.
4. A surreptitious element.
5. Hostility to regulatory scrutiny.
An arrogant attitude of “this
shouldn’t happen to me, I am disrupting and you are interfering”
may play well with the shareholders. “It will not play well with the
regulator.”
6. A whistleblower or data security
breach. One, or both, of these will
trigger the investigation, he said.

The Dutch DPA announced on 17 July
that it will start a preliminary investigation to assess whether certain large corporations comply with the GDPR’s
Article 30 requirements. According to
Covington LLP, the DPA will review
the “records of processing activities”
from 30 randomly selected corporations which are located in the
Netherlands.

Article 30 of the GDPR requires
data controllers and processors to
maintain a record of their processing
activities. The 30 corporations will be
selected from ten different economic
sectors across the Netherlands: metal
industry, water supply, construction,
trade, catering, travel, communications,
financial services, business services and
healthcare. According to the Authority,

regulators

hoW to avoid a fine

“Try to comply with the law,” Ustaran
said. “Because in reality I have
observed corporate cultures where the
intention is not to comply with the
law.” Effort is for example spent on
“escaping” the territorial scope of the
GDPR (Article 3), rather than
accepting where it applies. A better
approach is to “make a plan, make a
list, decide what is important. you are
going to have to do something – so nail
the basics.”
“We don’t know what ‘compliant’
is going to look like – it is going to
develop over time,” he said. “We are
going to be deciding what the scope of
legitimate interest is for the next 20
years.” So apply your “strategic thinking” to the basic issues. “The GDPR
even has a tool for making you think
about those basic issues – it is called the
Data Protection Impact Assessment
(DPIA).”
DPIAs have two benefits. “you
may find the right answer for how to
comply with the law,” he said. “Not
only that, complying with the law is
difficult in practice. But if you have
tried, and you have evidence you have
tried, that is at least going to allow you
to make the argument you are trying –
and that is very important.”
On top of listening to regulators,
doing DPIAs and nailing the basics, if
you are still struggling, Ustaran said,
try “thinking like a data subject.”
Legitimate Interest, for example is one
of the most “complicated terms” in the
law. At the end of the day it is about
what the data subject thinks. That is it,”
he said.
“If you do all of that, maybe just
maybe you will stay out of trouble,”
Ustaran concluded.

Netherlands’ DPA starts Article 30 GDPR checks
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the correct maintenance of records of
processing activities is an important
first indication of an organisation’s
compliance with the new EU data
protection rules.
• See www.insideprivacy.com/international/european-union/dutch-supervisory-authority-announces-gdpr-investigation/
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California passes strictest data
privacy law in the US
Businesses covered by the new Act must work towards meeting the
requirements before 1 January 2020. Michelle Hon Donovan and
Sandra A. Jeskie of Duane Morris LLP report from California.

O

n 28 June 2018, California
passed the California Consumer Privacy Act of 2018
(CCPA), establishing the strictest
data privacy law in the United States.
It includes the consumers’ right to
know what personal information is
collected and the purposes for which

this information will be used, to
whom this information is sold or disclosed, the right to opt out of the sale
of personal information, and the
right to access their personal information and (with some exceptions)
Continued on p.3

Japan’s proposed EU adequacy
assessment: Substantive issues
What are the underlying issues behind the EU and Japan’s mutual
adequacy decision? Graham Greenleaf assesses what has been
achieved and what is still to be resolved.

O

n 17 July 2018, the European
Commission
announced1
that: “The EU and Japan
successfully concluded today their
talks on reciprocal adequacy. They
agreed to recognise each other’s data

protection systems as ‘equivalent’,
which will allow data to flow safely
between the EU and Japan. Each side
will now launch its relevant internal
procedures for the adoption of its
Continued on p.4
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Japan and EU strike trade
deal and agree on adequacy

Japan and the EU have agreed to recognise each other’s data protection
systems as “equivalent”, which will allow data to flow safely between
the EU and Japan. But the agreement has not been finalised and there
may be hurdles along the way, as Graham Greenleaf points out (p.1).
Although starting further ahead, could a reciprocal adequacy
agreement also be a way forward for the UK?

In California, a new data protection law includes many elements of the
GDPR (p.1) and the same may be the case for Brazil’s data protection
regulation which is now in the pipeline (p.18).

Within the EU, Member States are making progress in adopting their
GDPR adaptation laws. Romania’s new law entered into force on 31
July (p.22). On 17 July, Hungary’s Parliament adopted the national law
supplementing the GDPR. The majority of the companies there are
micro-enterprises, which may regard the GDPR’s administrative
requirements as a burden. PL&B understands that the DPA will not in
the first place impose administrative fines on SMEs in Hungary, but
will issue warnings.

At the Facebook/Cambridge Analytica hearing on 25 June at the
European Parliament, Andrea Jelinek, Chair of the European Data
Protection Board (EDPB), said that it is already investigating more
than 20 cross-border complaints. Ireland’s DP Commissioner would
have been the lead authority if this case had started after the GDPR
applied in May. But the UK’s ICO is the investigating authority; its
work started last year. Elizabeth Denham, the UK’s Information
Commissioner, announced on 28 July that “we’re committed to
completing the majority of our enforcement work and further findings
by the end of October.”
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What will be the extent of regulators’ fines under the GDPR, and what
kind of infringement is likely to result in a maximum fine (p.13). Will
there be any differences of fining practice in countries, such as
Denmark, with no previous experience of the DPA directly imposing
this sanction?
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Now that stakeholders are looking into the details of the GDPR, it
emerges that there may be some unintended consequences of the law
(p.9). National fragmentation is inevitable to some degree, even if the
EU monitors national legislation to ensure that Member States stay
within the GDPR’s framework.
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Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
please contact Laura Linkomies on Tel: +44 (0)20 8868 9200 or
email laura.linkomies@privacylaws.com.
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