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Thank you very much for inviting me to speak with you today.

I am so pleased to be with you today, for several reasons.  First, of course, IBM is a valued client of Hogan & Hartson.  Second, this Legal Summit – like so many things at IBM -- is known for being “the best in class”.  And my friend Harriet Pearson, your Vice President, Security Counsel & Chief Privacy Officer, truly is a “rock star” in the privacy community.  I am delighted to be involved with anything involving Harriet.
George O’Hanlon could not have been more gracious in inviting me to speak today.  Thank you, again, George.  And, as you know, I am here to talk about ethics.  But I have to be honest with you about my initial reaction to the invitation to speak on the subject of ethics.  As pleased as I was to be invited, I still felt a little like the kid who is taken to McDonalds, but is told that all he can have is McSalad.  

That’s because, typically, ethics is the “good for you” green vegetable course in the meal.

Happily I can report that in preparing my remarks for today, I discovered that privacy and ethics can be a delicious topic with lots to chew on.  So, since I am your last presenter today, I hope you will find my remarks more like dessert than salad.
After the substantive discussions you have had today on cloud computing, the protection of health information, social networking and the emerging data security standards, I hope you find this step back to take a larger view of some philosophical issues both informative and maybe even refreshing.

But before we get to the philosophical issues, I want to start today by talking about the privacy obligation of lawyers from an ethical perspective.  I am not going to spend much time here, but I do want to give you an overview.  In the legal profession, there are a host of ethical issues involving privacy, to be sure.  And Bar authorities have begun to grapple with them. 

Following the overview of privacy ethics for lawyers, I do want to turn to a larger issue -- the treatment of personal information as a question of right and wrong  -- the essence of ethics.

With respect to lawyer ethics and privacy, I want to briefly mention four things:

· The use of electronic communications by lawyers and the privacy/ethical issues there;

· A slightly more esoteric issue – the treatment of metadata in electronic documents;
· The current controversy between the FTC and the ABA over who gets to regulate lawyers and their protection of client privacy; 

· And finally the ethical issues that arise in data breach reporting situations.

On the issue of privacy and e-mails, State Bars have had a number of occasions to address the ethical risks of electronic communications with clients, including the risk of waiver of the attorney client privilege through inappropriate disclosure to third parties.  The decisions, as you might expect, are varied and fact dependent.  This issue of lawyer-client e-mail, of course, goes to the heart of protecting a client’s privacy.  
A set of best practices endorsed by Bar authorities has emerged -- and I commend them to you -- with respect to the use of electronic communications by lawyers.  There are some obvious tips like avoiding the “Reply to All Function” and labeling e-mails as privileged.  As you know,  many law firms put a privilege disclaimer as boilerplate at the end of an e-mail.  We probably are at the point where lawyers are pretty well-attuned to the pitfalls of e-mail and the potential for waiving the privilege and exposing client personal information.  But for those of us who read the blog “Above the Law”, it still is pretty amazing what e-mails inadvertently are sent containing some pretty embarrassing (and privacy invading) stuff.

One lawyer-client e-mail issue that arises with some frequency is this:  an individual client uses a web based e-mail service to communicate with his or her lawyer, and accesses the service through his or her employer’s network.  Typically, as you know, people have no expectation of privacy when using their employer’s network.  There have been a number of rulings – going both ways – on whether the attorney-client privilege has been waived in such circumstances.  The best advice to protect the privilege is to use your own computer at home and not your company’s network to communicate with your lawyer, even if you subjectively feel the communication is private when you use a web based e-mail service.

An interesting ruling from the NY State Bar involves attorney-client use of Gmail for communications and whether such use constitutes a waiver.  As you may know, the Gmail computers scan the contents of messages sent and received through the service in order to deliver relevant ads.  I recently joined Hogan & Hartson from another firm and during the negotiating process I didn’t think it was a good idea to use my old firm’s e-mail system, so I used Gmail instead.  With almost every e-mail back and forth to Hogan, I received an accompanying banner ad asking if I needed a lawyer in Washington.  The computers at Gmail scanned my communications and seeing the word law or lawyer or some derivative thereof, decided to deliver me lawyer ads.
The issue in New York was whether such scanning of the e-mails by the Gmail computers to deliver ads constituted a waiver of the attorney-client privilege, and the Bar concluded that it did not, because it was done mechanically and not through human access.  That is just one Bar’s interpretation, but an important one.  You could construct an argument the other way, certainly, that since humans run Gmail, the scans of the e-mails are available to them and thus there is sharing with a third-party leading to a waiver.

Turning now to metadata in electronic documents, several state Bars have opined that a lawyer has a duty when transmitting documents to third parties containing metadata to ensure that the documents are scrubbed of revealing metadata that might disclose client confidences and personal information.  At my law firm, we have a scrubber application that provides a pop up screen every time we send a document outside the firm, requiring choices on whether and the degree of metadata scrubbing that should take place.  Interestingly, some Bars also have begun to address the question of whether there is a duty by a lawyer to delete or return metadata when receiving documents with metadata; with some saying yes, there is a duty, and some saying, no there is not.  So this too is an issue to follow.  The law regarding the inadvertent receipt by lawyers of misdirected e-mails containing privileged information provide some guidance here.
Another pending issue concerning privacy and lawyers is whether lawyers are subject to the Red Flag Rules adopted to prevent identity theft and requiring covered entities to adopt identity theft prevention programs.  The American Bar Association filed a federal lawsuit in August against the Federal Trade Commission, seeking an injunction to block the application of the so-called "Red Flags Rule" to practicing lawyers.  This is similar to a successful effort to exempt lawyers from the privacy and security rules of Gramm Leach Bliley.  I was part of the legal team on that case.
The FTC has included lawyers, doctors and many other professionals in its definition of "creditors" under the Red Flag regulations because they bill customers only after providing services.  The bar association disagrees with the interpretation and argues that Congress did not intend to cover lawyers under the Rule.  The ABA argues that the FTC's decision to apply the Rule to lawyers is contrary to an unbroken history of state regulation of lawyers and intrudes on traditional state responsibilities.  Basically, the argument is “We answer to a higher authority and if Congress wanted to apply these regs to lawyers (and regulate lawyers) it would have said so expressly.”  The ABA believes that were the FTC to enforce the Red Flag regs against lawyers, it would, in their words “constitute a kind of unauthorized and unjustified federal regulation of law practice threatening the independence of the profession and the lawyer's role as client confidante and advocate.”  A court ruling is expected soon as the ABA recently filed for summary judgment.

Another privacy-related ethical issue involves the situation where a lawyer believes a data breach needs to be reported under the various data security breach notification laws, but a client determines not to report a breach.  This is a situation I faced not so long ago where a client at first did not want to report a breach, but ultimately determined to do so.  But in the interim, I was faced with an ethical issue because I thought the duty to report the breach was crystal clear.  The ABA Model Rules of Professional Conduct precludes lawyers from “making false statements or failing to disclose a material fact when disclosure is necessary to avoid assisting a criminal or fraudulent act by a client….”  So the situation may arise when a lawyer must withdraw if a client refuses to provide breach notification where such notification is clearly called for.  Obviously, whether that requirement to withdraw arises will be heavily fact dependent.

In a little while, when I get to the promised philosophical discussion, I will discuss the issue of privacy notices and whether purposely vague notices violate a lawyer’s duty to avoid any affirmative misrepresentations or deliberate non-disclosures.

I do want to broaden our focus now and go from the overview of privacy ethics in the legal profession to privacy ethics generally.

Ethics is an integral part of privacy.  Ethics, to state it simply, is the realm of what is right and wrong.  And privacy is the realm of expectations of how our personal information will be treated.  Those expectations are set, in part, by law.  But much more often, the expectations are determined by a sense of right and wrong.

When can and should we share or access personal information about people, from photographs of them, to gossip, to information shared in confidence, to information harvested electronically from publicly available sources – those are all things for which there are few legal rules but many issues of right or wrong.

Indeed, when I shared with a privacy law professor friend of mine, Professor Danielle Citron of the University of Maryland Law School, that I would be speaking with you on this topic, she wrote to me:

[Ethics is] such an important issue as so much information collection, use, and distribution depends on individuals' and corporations' ethical judgments, rather than [the] law.  Privacy law has withered or is non-existent in many spheres and thus we depend on our good judgment. 
In light of Professor Citron’s observation, how are we able to express what is the right or wrong judgment when so much personal information is visible and available for use?  That is the crux of the ethical problem we all face today.

One hopes that the information privacy law that does exist today reflects ethical use of information – the collection and use should fall on the “right” side of the right and wrong ethical ledger.  Given that most privacy law builds on well-established “Fair Information Principles”, that almost surely is the case.  Today, the law occupies more and more space in the decision-making about the collection, use, transfer, retention and ultimate destruction of personal data.  That is why I can claim a specialty practice of privacy law that was non-existent a decade ago.

While the US does not have a comprehensive regime of privacy as they do in the EU, our so-called patchwork quilt is getting pretty big in coverage, and also in terms of enforcement.

Still, as Supreme Court Justice Stephen Breyer has observed: “The law of privacy is a little out of date in certain respects and it has to be changed.  Everybody thinks it has to be changed, but not everyone agrees how”.  Indeed, the FTC is conducting a series of roundtables beginning in December to look at the very issue of how the law might be changed to fit changed circumstances. Such changed circumstances include social networking, cloud computing, online behavioral advertising, mobile marketing, and the collection and use of information by retailers, data brokers, third-party applications, and other businesses.   These are the things you have been talking about here today.

It also is important to note that the new FTC head of Consumer Protection, David Vladeck has announced a new regulatory focus on online information collection that considers not only economic harm, but also the “dignity interest” that arises in such   collection of data.
But while we wait for the law to catch up, what is the guide for us to follow to engage in ethical privacy?  In other words, even if access to and use of personal information is legal, is it right to do?

In the copyright sphere, the answer to that question is so much easier.  Even though sound recordings and motion pictures might be available for free on the Internet, it is illegal and unethical to take and use them in most circumstances.  I know, Internet piracy is rampant, but the legal and ethical rules are clear – don’t take what doesn’t belong to you.  Just because you see a Cadillac on the street with the keys in it does not mean you can drive off in it.  Likewise, illegal copies of albums and movies are not fair game online.

How nice it would be if the rules were so easy for personal information.  The law covers a lot of ground in terms of access:  hacking is illegal, so is phishing and pretexting.  Publication of private facts by one person about another is often tortuous. But what about the vast amount of personal information that exists on the Internet legally?  It is there because we personally put it there or it exists in bits and pieces from our lives as consumers and citizens, the information we have to provide effectively to exist in modern society.  And, more and more, it exists because of the new social networking tools that encourage us to expose more details about ourselves.
Last January, I was a panelist at a unique conference on privacy presented by the Institute of American and Talmudic Law here in New York.  The program was quite fascinating, and included well-known American privacy scholars as well as Talmudic scholars who, together, explored whether there are similar ideas in American and Judaic law when it comes to protecting personal information.  Another participant was Supreme Court Justice Antonin Scalia.  

I remember two things about the session in which Justice Scalia participated – one I will detail in a moment.  First, Justice Scalia joked that he usually doesn’t prepare for such panels but rather, he insists on going last in the order of speakers and then, after listening to the other panelists, he tells each of them why they were wrong.  That was both amusing and classic Justice Scalia.  

In a similar vein, some years ago I was a guest at a dinner party in Washington, my hometown, to which Justice Scalia also was invited.  When the gracious hostess introduced us and told the Justice -- following her duty as a hostess -- that I was a lawyer, his response, in his best sarcastic tone, was “Oh, what a surprise!” – a reference to the fact there are approaching 100,000 members of the DC Bar.  In addition to my personal experience, as an observer of the Court, I knew that the Justice was known for his rapier tongue so his comment at the start of the Talmudic privacy conference was not all that surprising.  The more courtly Chief Justice, a former partner in my firm, and I suspect none of the seven other Justices would have made such an audacious remark, but so be it.

But what came next in terms of the Justice’s substantive remarks was much more surprising and provides an interesting foundation on which to discuss privacy and ethics.  The Justice followed a presentation by my dear friend and colleague Jules Polonetsky, who co-chairs a privacy think tank with me, the Future of Privacy Forum.  Jules spoke about the often-undetected collection of online data about each of us for marketing purposes – the realm of behavioral advertising.  Jules spoke of the need for transparency – clear notice to consumers about what is going on, and a degree of consumer choice about whether to participate in the tracking/tailored advertising business model.  

True to his promise as the last speaker to criticize the preceding speakers, including Jules, Justice Scalia said he was largely untroubled by such Internet tracking. “I don’t find that particularly offensive,” he said. “I don’t find it a secret what I buy, unless it’s shameful.”

He added there’s some information that’s private, “but it doesn’t include what groceries I buy.”

Professor Joel Reidenberg, the founding director of the Fordham Center on Law & Information Policy thought the Justice’s remarks presented a “teachable moment” so he challenged his law school class to compile a dossier on the Justice from publicly available information online.   The resulting dossier is fifteen pages long.  Its contents have been kept confidential.  But among its contents are the Scalias’ home address, his home phone number, the movies he likes, his food preferences, his wife's personal e-mail address, and photos of his grandchildren – all obtained off the Web.

Professor Reidenberg said that "when the discrete bits of personal information were assembled at the end of the semester, the extent of the overall dossier and some of the particular items of readily available information on the web concerning his family and family life were astonishing to the class.”

Upon learning of the class exercise at Fordham, Justice Scalia was not amused, and he responded this way:

I stand by my remark at the Institute of American and Talmudic Law conference that it is silly to think that every single datum about my life is private.  I was referring, of course, to whether every single datum about my life deserves privacy protection in law.

It is not a rare phenomenon that what is legal may also be quite irresponsible. That appears in the First Amendment context all the time. What can be said often should not be said.  Prof. Reidenberg’s exercise is an example of perfectly legal, abominably poor judgment.  Since he was not teaching a course in judgment, I presume he felt no responsibility to display any.

Again, an expression of classic Scalia scorn.  But was it poor judgment, or to put it another way, unethical for Professor Reidenberg to have his class surf the Web and compile a dossier about Justice Scalia?

My friend Dan Solove, who is a reknown professor of privacy law at George Washington Law School raised these questions about the Scalia/Reidenberg episode that I want to share with you, with my own commentary:

First, he asks:  “Was Justice Scalia justified in his anger about the dossier? Or does this prove that his stated views on privacy do not match his actual attitudes?”

I think Justice Scalia demonstrated a common trait in the public, that they don’t care about privacy, until they do!

Next, Dan Solove asked: “Was compiling the dossier of publicly-available information unethical? If so, why?”

In the controlled class environment, where the dossier was kept private, and given that Justice Scalia is a public figure, I do not have a hard time concluding that the compilation of the dossier was ethical.  But the larger question is, especially when considering the competing interest of unfettered access to information, why shouldn’t someone use information that is available to them?

The Third Solove question is “Would it be unethical for Reidenberg to release the dossier to the public?”

This is a much tougher question for me.  Again, Justice’s status as a public figure is a part of the calculation, but remember that the collected information included bits about his wife and his grandkids’ picture.  

Finally is the question, “Do the ethics of the dossier experiment change if the subject of the dossier were someone who didn’t share Scalia’s views about privacy?  Suppose it were made of somebody who was a staunch privacy advocate.  Should the underlying beliefs of the subject of the dossier matter for assessing the ethics of the endeavor?”

This question brings the discussion around to the issue of what is a reasonable expectation of privacy in this technological age, and can we resolve such questions subjectively on a case-by-case basis or should we have an objective standard to determine what is right and wrong?

How many times have we heard someone say:  I don’t care what the government or the press or those on the Internet know about me, my life is an open book?  Such a bold assertion brings to mind Gary Hart and Donna Rice.  But do we let such avowed exhibitionists set the standard for the rest of us?

A few years ago, Professor Helen Nissenbaum at NYU crafted a privacy theory which she calls “contextual integrity”, under which the use of the information depends on the context in which it was provided.  She believes that, quoting here

“[I]f you have chosen to expose yourself and information about yourself in public view with the result that others have access to you, or to information about you without intruding upon your private realm, then any restrictions on what they may observe, record and do with this information cannot be justified.”    

Professor Nissenbaum actually went on to express the view that information shared in one context should not necessarily make it available in another context.  This also happens to be the rule in the EU, that information is to be used only for the purpose it was collected.

But it seems to me that kind of contextual integrity or contextual privacy is out the window in the Internet/MySpace/Facebook/YouTube era.    

With so much of the information available on the Internet – even information provided by us for one purpose but appearing in a context and being used for a purpose entirely different -- is that the rule we should live by?  It also is difficult to talk about restrictions on use and be true to First Amendment principles.

So I guess the question is:  Are we really in an era when we should assume that any writing, picture or recording of or about us may go global?  Are we in a real-life version of the Meryl Streep/Albert Brooks movie “Defending Your Life” where every moment of one’s life is on video and available for review?

Or can we establish ethical guidelines that at least right-minded people can follow when it comes both to publicizing personal information of others online and using information that is available?

Professor Peter Swire, now in the Obama Administration but previously at Ohio State, observed at a recent conference that the Facebook generation has lowered expectations of what remains private, suggesting that is the new standard.
Someone from the Gartner Group recently posted an entry entitled "Forget Privacy: It Is Just An Illusion,” which drew the following strong rebuttal from a blogger named Bob Blakley entitled “Gartner Gets Privacy Dead Wrong” in which he observed:  “Society can and routinely does solve the privacy problem in the social frame, by getting the vast majority of people to behave sociably. Privacy isn't a new problem. It's existed in all human societies for as long as there have been human societies. Lawyers have solved it. Doctors have solved it. Priests have solved it. Friends have solved it. They've solved it by creating social structures which discourage monstrous behavior. We even have words for people who violate the often unwritten and unspoken rules governing the handling of delicate personal information; in the old days we called a man who was careless with others' secrets a "cad".  Nowadays we use another word (a word which also has an anatomical denotation, if you're wondering).”
Still, even if there are some social norms, I come back to the issue of the availability and use of data collected from each of us everyday but finding its way into databases available on the public Internet or in commercial databases.  It seems unlikely that there are workable ethical guidelines to restrict access and use.  If information is on the Internet, searchable through Google, it is unlikely society can set new norms to restrict access.  Justice Scalia might want all of us to exercise good judgment, and some of us might, but it is unrealistic to expect a new norm.
I should note that with respect to information harvested commercially and available in subscription databases The Fair Credit Reporting Act does a pretty good job of controlling access to and use of credit information.  And the major data providers to law enforcement and business have robust credentialing and appropriate use detection systems in the days since the Choicepoint episode.  What we are talking about here is the mass of personal data publicly available online.

One personal cause of mine is to have greater education at the elementary and middle school levels about the use of information technology tools.  My hope is that perhaps we can teach the so-called “digital natives” early about the ethics of online behavior.  An important voluntary activity of mine is chairing the Internet Task Force of the Anti-Defamation League, fighting hate speech online.  I have urged early education about online ethics to fight cyberbullying and other online hate, but it also could serve to change the ethical environment concerning posting and using others personal information.

But pending a societal change in the ethics of what we do with information we can access online, what can be done?

Well, one place to start is at the input side of things.  Before people reveal information about themselves or allow data to be collected about them, since it appears to be fair game once it is collected, what is the ethical duty to put people on notice on the collection side?   

Notice obviously is a central part of privacy law and comes first in the Fair Information Practices litany of “Notice, Choice, Access, Control”.
And notice law is changing.  There was the recent Sears case where the FTC found disclosures by Sears of online tracking of visitors to their web site in exchange for $10 to be inadequate because the notice was buried in boilerplate in Paragraph 75 of the scroll-through privacy policy online.

At the Future of Privacy Forum, we are embarked on a notices project with a number of companies including WPP to come up with a way to better inform consumers about online tracking for behavioral advertising purposes.  Trade groups also are involved in coming up with new ways to inform consumers about the collection of data about them.   And while such self-regulatory efforts are continuing, Congress – specifically Congressman Boucher – is proposing legislation to regulate how consumers are informed and what choices are given to them about the collection of online data.

All of this is proceeding under the rubric of consumer protection, but since I am here to talk about ethics, what is a lawyer’s ethical duty to insist that client’s disclose information to people that will enable them to protect their personal privacy?

What happens when a client grudgingly decides to comply with its obligation to create a privacy notice, but proposes something that is technically accurate but designed to be ambiguous or overlooked by users.  Lawyers all the time use dense boilerplate, understanding that most if not all of it won’t be read – at least by consumers.

The ABA Model Rule of Professional Conduct 4.1 dealing with “Truthfulness to Others” provides that “a lawyer, in the course of representing a client, shall not knowingly make a false statement of material fact or fail to disclosure a material fact when disclosure is necessary to avoid assisting in a criminal or fraudulent act.”  And ABA Model Rule 8.4(c) defines professional misconduct to include a lawyer engaging in “conduct involving dishonesty, fraud, deceit or misprepresentation.”  

Neither of these rules have been applied in the context of drafting privacy notices, even though there is plenty of Bar disciplinary case law in other contexts.  At a recent Practising Law Institute CLE, the advice given on the issue of the ethics of privacy notices was “Ultimately, the key to avoiding legal or ethical liability as a result of a vague or ambiguous privacy policy is to avoid any affirmative misrepresentation or deliberate non-disclosures.”  That certainly is good advice, but not terribly instructive or practical.

As a practicing privacy lawyer, I do believe that irrespective of the increasing demands of regulators and lawmakers for greater clarity in notices to consumers and the choices given to them, that we as lawyers have an ethical duty to urge our clients to provide clear and complete notice – especially when dealing with average consumers – on what personal information is or may be collected, how it will be used, with whom it will be shared, how it will be secured, how long it will be kept, and how it will be disposed.  If you go to the IBM web site, you see such information set forth plainly and clearly, in a layered approach.  There is a general description of what is happening and opportunities to click through to get more detailed information.  That is a great model, and one I can recommend to my clients enthusiastically.

Justice Scalia was, of course, right when he suggested that lawyers have an obligation to use judgment when it comes to other people’s information.  And Professor Citron was right when she observed that there still are many gaps in the law that require ethics to fill in.

In addition to the ethical details of lawyers using and transmitting information, there are larger issues of right and wrong – the essence of ethics –  about the collection and use of personal information, on which we can and should have a significant impact.  I appreciate the opportunity to be here today to stimulate your thinking on the subject.
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